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36607 Bug New Normal Database doesn't enforce filters.role_id is NOT NULL Ewoud Kohl van

Wijngaarden

 07/20/2023 12:27 PM Users, Roles and Permissions  

36020 Bug Ready For

Testing

Normal Non-admin user with org admin role can add/modify

users to place them into organizations they are not

assigned to

Adam Ruzicka Adam

Ruzicka

01/30/2023 11:56 AM Users, Roles and Permissions  

35594 Bug New Normal After delete external_usergroup from a usergroup,

the users not disassociate

Enderson

Menezes

 10/04/2022 03:26 PM Users, Roles and Permissions  

34246 Feature New Normal Allow invalidating all JWT tokens for a user Leos Stejskal Leos Stejskal 01/12/2022 09:57 AM Users, Roles and Permissions  

33763 Bug New Normal Authorization generates inefficient SQL query for

taxonomy-overriden permissions

Tomer Brisker  10/21/2021 03:51 PM Users, Roles and Permissions  

33415 Bug New Normal LDAP. register on-the-fly, NoMethodError: undefined

method `each' for nil:NilClass

Peter Bittner  09/03/2021 09:20 PM Users, Roles and Permissions  

33334 Bug New Normal Create a safe way for users to interact with

permissions tables

Melanie Corr  08/24/2021 03:26 PM Users, Roles and Permissions  

33060 Bug New Normal Role filter for "view host" needs "view organization" to

list hosts

Richard Stempfl  07/20/2021 09:26 AM Users, Roles and Permissions  

32599 Bug New Normal auto complete search allows access to data that

should not be visible according to the userrole

Richard Stempfl  05/14/2021 11:43 AM Users, Roles and Permissions  

32598 Feature New Normal JSON web tokens & scope Leos Stejskal  05/14/2021 08:05 AM Users, Roles and Permissions  

32278 Feature Ready For

Testing

Normal User JSON web tokens Leos Stejskal  06/02/2021 10:11 AM Users, Roles and Permissions  

32021 Bug New Urgent Foreman authentication not working with FreeIPA prasad

mavuluru

 03/05/2021 12:58 PM Users, Roles and Permissions  

31699 Bug New Normal External users are invisible to local admin but visible

to external admin accounts

Ondřej Ezr  01/21/2021 10:03 AM Users, Roles and Permissions  

31391 Refactor New Normal Refactor role model to simplify adding permissions

from plugins

Tomer Brisker Tomer

Brisker

11/25/2020 03:14 PM Users, Roles and Permissions  

31141 Bug New Normal Users can't edit their profile Adam Winberg  01/29/2021 01:38 PM Users, Roles and Permissions  

30396 Feature New Normal Administrator rights through usergroup should reflect

on user profile under roles

Shira Maximov  07/22/2020 09:56 AM Users, Roles and Permissions  

30395 Bug New Normal Deselect all working even if all items in list are

disabled

Shira Maximov  07/22/2020 09:57 AM Users, Roles and Permissions  

30377 Bug New Low Assigning location and organization to a role causes

a malfunction to the filter function "facts"

Shira Maximov  10/08/2021 09:13 AM Users, Roles and Permissions  

29570 Bug New Normal Permission 'create_{organization,location}' has

restrictions for org/loc creation

Ondřej Ezr  04/20/2020 12:39 AM Users, Roles and Permissions  

29569 Bug New Normal Filter doesn't work properly for the Bookmark Ondřej Ezr  04/20/2020 12:18 AM Users, Roles and Permissions  
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29545 Feature New Normal Add permission that would allow a user to remove

just his own bookmarks

Ondřej Ezr  04/16/2020 10:26 AM Users, Roles and Permissions  

27587 Bug Need more

information

Normal User administrator flag in Administer -> Users not

working properly

Fabrice

Brimioulle

 07/15/2020 01:30 PM Users, Roles and Permissions  

26775 Bug New Normal Adding organizations and locations to a role causing

empty facts view

Ahmet Demir  05/10/2019 02:44 PM Users, Roles and Permissions  

26432 Bug New Normal Active Directory user not associated with "primary"

group

Matt Kraai  07/15/2020 01:30 PM Users, Roles and Permissions  

25618 Feature New Low Use PF3 delete confirmation dialog boaz shust  07/15/2020 01:29 PM Users, Roles and Permissions  

25104 Bug New Normal Permissions for roles can be modified even if user

does not have :edit_roles permission

Ondřej Pražák  06/03/2019 06:17 AM Users, Roles and Permissions  

24941 Bug New Normal If any role filter is zero-sized passenger will not start

on foreman 1.19

Philip Gaw  09/14/2018 11:27 AM Users, Roles and Permissions  

24851 Bug New Low Do not allow users to escalate their own permissions Ondřej Pražák  09/11/2018 07:13 AM Users, Roles and Permissions  

23606 Feature New Normal Add an acl on owner of a host Steve Traylen  11/17/2018 06:41 AM Users, Roles and Permissions  

23041 Bug New Normal External User Group Sync incorrectly removes users Timo Goebel  07/15/2020 01:29 PM Users, Roles and Permissions  

22629 Feature New Normal Seeded role for managing host and host collection Ondřej Pražák  02/20/2018 09:12 AM Users, Roles and Permissions  

22441 Feature New Normal Restrict access to puppet modules in HostGroup and

Host and assign them only via Config Groups

Ondřej Pražák  01/29/2018 11:42 AM Users, Roles and Permissions  

22439 Feature New Normal Make permissions for editing host more granular Ondřej Pražák  01/29/2018 10:57 AM Users, Roles and Permissions  

20556 Feature New Normal Page for listing filters/permissions for users and

usergroups

Marek Hulán  07/15/2020 01:29 PM Users, Roles and Permissions  

20185 Bug New Normal User form should have fields that are updated from

LDAP disabled

Marek Hulán  08/06/2021 11:36 AM Users, Roles and Permissions  

20176 Feature New Normal You should see the possible "Name" for External

user group

Marek Hulán  06/30/2017 09:18 AM Users, Roles and Permissions  

20112 Bug New Normal API prevents users from reading their own details

when they don't have view permissions

Tomáš

Strachota

 07/15/2020 01:29 PM Users, Roles and Permissions  

20111 Bug New Normal API responds 200 when use without enough

permissions tries to update it's own roles

Tomáš

Strachota

 07/15/2020 01:29 PM Users, Roles and Permissions  

20068 Feature New Normal Ensure that user does not get permission denied right

after logging in

Ondřej Pražák  07/10/2018 02:33 PM Users, Roles and Permissions  

18978 Feature New Normal add ability to create API-only users that cannot log in

via web UI

Marek Hulán Marek Hulán 07/10/2018 02:33 PM Users, Roles and Permissions  

18720 Bug New Normal Usergroup members are being removed after running

`/usr/sbin/foreman-rake db:sessions:clear`

Mateusz

Gozdek

 07/15/2020 01:29 PM Users, Roles and Permissions  

18516 Feature New High Implement 'Disable all filters overriding' for role API Ondřej Pražák  07/10/2018 02:33 PM Users, Roles and Permissions  
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18430 Bug New High IPA users from AD trusts do not populate attributes or

group membership

Jason Nance  02/09/2017 09:21 AM Users, Roles and Permissions  

18245 Bug New Normal Enabling OAuth is too dangerous M T  06/12/2017 04:21 AM Users, Roles and Permissions  

17997 Support New High Foreman usergroup is not getting updated with LDAP

groups

Unnikrishnan K  01/10/2017 12:05 AM Users, Roles and Permissions  

17596 Feature New Normal Ability to set different session expiration time for API Tomáš

Strachota

 08/07/2018 12:56 PM Users, Roles and Permissions  

16687 Bug New Normal 'access_settings' permission should be removed Ranjan Kumar  09/26/2016 10:36 AM Users, Roles and Permissions  

16617 Bug Needs design Normal Duplicate filters can be created Ohad Levy  05/18/2017 02:32 AM Users, Roles and Permissions  

16616 Bug Need more

information

Normal Creating multiple filter at once is a non trivial

operation

Ohad Levy  05/17/2017 04:01 PM Users, Roles and Permissions  

15621 Refactor New Normal Change role builtin attribute to boolean Himanshu

Prakash

 04/13/2017 03:34 AM Users, Roles and Permissions  

15496 Refactor New Normal Simplify all parameter kinds permissions Marek Hulán  10/04/2016 09:32 AM Users, Roles and Permissions  

15237 Feature New Normal Add DSL for setting additional permissions for all

controllers

Shimon Shtein Shimon

Shtein

05/31/2016 01:55 PM Users, Roles and Permissions  

14169 Bug New Normal Non-admin users cannot see filters for roles Shimon Shtein  01/08/2018 02:14 PM Users, Roles and Permissions  

14044 Feature New Normal Give permissions on spesific objects only Jon Skarpeteig  03/07/2016 02:41 AM Users, Roles and Permissions  

13601 Bug New Normal User with filtered view_organizations permission can

still see all orgs in taxonomy forms.

Tom Caspy  10/12/2016 07:38 AM Users, Roles and Permissions  

13215 Bug New Normal In the form filters new, when ou select Resource type

: parameter, the find filed deosn't propose valid

choice

julien ippolito  01/14/2016 04:48 AM Users, Roles and Permissions  

13114 Bug New Normal Role's Filter, when add an unavailable search field

the cancel button doesn't work

julien ippolito  01/14/2016 07:12 AM Users, Roles and Permissions  

13106 Bug New Normal Hostgroup ability : lookup environment doesn't match

when inherit

julien ippolito  01/11/2016 05:34 AM Users, Roles and Permissions  

12738 Feature New Normal Disallow a host from being deleted salman butt  12/08/2015 02:55 AM Users, Roles and Permissions  

11985 Bug Assigned Normal cannot edit global parameters with proper role

defined

Anonymous Shimon

Shtein

05/17/2017 04:07 PM Users, Roles and Permissions  

10923 Bug New Normal Permission behaviour not consistent Jan Scheufler  06/25/2015 03:40 AM Users, Roles and Permissions  

10900 Feature New Normal Ship all built-in roles as read-only and provide a way

to clone roles

Lukas Zapletal  07/30/2015 04:26 AM Users, Roles and Permissions  

10819 Bug New Normal PGError: ERROR: missing FROM-clause entry for

table "hosts_reports" LINE 1

Kal McFate  03/01/2017 04:13 AM Users, Roles and Permissions  

9494 Bug New Normal Users are not added to groups based on LDAP group

membership

Phillip Schichtel Daniel

Lobato

Garcia

08/04/2015 10:55 AM Users, Roles and Permissions  
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9446 Bug New Low Adding permissions for roles displays a confusing

message

Bryan Kearney  02/19/2015 08:06 AM Users, Roles and Permissions  

9326 Bug New Normal User with Viewer access cannot view certain details Duncan Innes  02/11/2015 10:08 AM Users, Roles and Permissions  

9125 Bug New Normal LDAP group inheritance not working Ashton Davis  08/04/2015 10:55 AM Users, Roles and Permissions  

9109 Feature New Low Allow to create filters on role page Daniel Lobato

Garcia

 01/26/2015 07:55 AM Users, Roles and Permissions  

8947 Refactor New Normal Determine the action_permission from the permission

block

Ivan Necas  01/14/2015 07:52 AM Users, Roles and Permissions  

8919 Bug New Normal Allow specifying custom resource name for

authorization purposes from within a plugin/model

Ivan Necas  06/17/2021 12:29 PM Users, Roles and Permissions  

7302 Bug New Normal since anonymous role is given to all users it should

be listed in roles

Thomas McKay  05/30/2016 11:54 AM Users, Roles and Permissions  

7289 Feature New Normal ACL who can add a host to hostgroup. Steve Traylen  09/23/2016 11:13 AM Users, Roles and Permissions  

6760 Bug New Normal Models should ensure the authorization of associated

objects before associating them to the model

Eric Helms  03/16/2016 09:08 AM Users, Roles and Permissions  

6662 Bug New Normal Create/destroy/edit permissions should require a

view permission first

Daniel Lobato

Garcia

 07/17/2014 06:37 AM Users, Roles and Permissions  

6070 Bug New Normal view_compute_resources +

power_compute_resource_vms permission provides

access to all vms

Dylan

Charleston

 05/08/2017 05:35 AM Users, Roles and Permissions  

5878 Bug New Normal Reports - view_reports role gives view_hosts role Ian Tewksbury  05/22/2014 12:16 PM Users, Roles and Permissions  

5865 Bug New Normal User can access UI routes that are hidden in the UI Eric Helms  05/22/2014 08:17 AM Users, Roles and Permissions  

5724 Bug New Normal Items I cannot edit should not appear as if I can click

on them in the UI

Eric Helms  05/15/2014 08:14 AM Users, Roles and Permissions  

5549 Bug New Normal Saving hostgroup with parent hostgroup that current

user does not have visibility to removes the parent

Ian Tewksbury  05/02/2014 12:01 PM Users, Roles and Permissions  

4970 Feature New Normal Add security permission to be able to edit smart

parameter matchers

Ian Tewksbury  03/31/2014 02:05 PM Users, Roles and Permissions  

3494 Feature New Low Resource pools / quotas Peter

Gustafsson

 06/25/2020 08:57 AM Users, Roles and Permissions  

3060 Bug New Normal Remove YAML host permissions from basic users, Jim Perrin  04/02/2017 03:03 AM Users, Roles and Permissions  

3029 Bug New Normal Edit_params permission does not grant enough rights

to actually edit params in the web interface

Randal Garcia  09/05/2013 12:30 PM Users, Roles and Permissions  

2890 Feature New Low Allow admin mode to be toggled. Steve Traylen  08/08/2013 10:47 AM Users, Roles and Permissions  

1632 Bug New Normal On login with minimal permissions, user is always

taken to host page

Adam Kosmin  06/24/2014 03:39 PM Users, Roles and Permissions  
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