SELinux - Issues

# Tracker Status Priority Subject Author Assignee Updated Category Target
version
36069 Bug Duplicate Normal Running foreman-selinux-relabel fails with an error Nagoor Shaik Nagoor Shaik 02/14/2023 02:51 PM
35695 Bug Closed Normal Foreman can't log to journald/syslog Evgeni Golov Evgeni Golov 11/28/2022 12:16 PM General
Foreman
35402 Bug Closed Normal Allow apache to read /var/lib/foreman/public Evgeni Golov Evgeni Golov 11/28/2022 12:29 PM General
Foreman
34807 Bug Closed Normal Access to /etc/resolv.conf is denied when using Ewoud Kohl van Ewoud Kohl van | 11/28/2022 01:46 PM General 3.5.0
systemd-resolved Wijngaarden Wijngaarden Foreman
34726 Bug Closed Normal Syncing the git templates on RHELS raises SElinux errors Adam Ruzicka Adam Ruzicka |06/09/2022 10:25 AM Plugins
32316 Bug Closed Normal Drop all passenger-related SELinux rules Lukas Zapletal Lukas Zapletal [04/14/2021 11:01 AM General 25.0
Foreman
32110 Bug Closed Normal Add missing passenger websockify transition Lukas Zapletal Lukas Zapletal |03/17/2021 02:22 PM General 2.4.0
Foreman
32023 Bug Closed Normal Denial when installing on CentOS 8 Stream Lukas Zapletal Lukas Zapletal |06/07/2021 02:07 PM General 2.3.5
Foreman
32022 Bug Closed Normal /sbin/restorecon: SELinux: Could not get canonical path for x Ewoud Kohl van Ewoud Kohl van | 02/15/2023 12:58 PM
restorecon: No such file or directory. Wijngaarden Wijngaarden
31922 Bug Rejected Normal On installation AVCs are logged due to execution in RPM context | Ewoud Kohl van Ewoud Kohl van | 08/29/2022 10:32 AM
Wijngaarden Wijngaarden
30866 Bug Closed Urgent Enable passenger by default and backport rules Lukas Zapletal Lukas Zapletal [09/21/2020 11:48 AM
30845 Bug Closed Normal Allow TCP DNS query Lukas Zapletal Lukas Zapletal [09/22/2020 12:36 PM General
Foreman
30675 Bug Closed Normal Foreman app not allowed to execute rpm Lukas Zapletal Lukas Zapletal |08/25/2020 07:52 AM General
Foreman
30657 Bug Closed Normal Selinux blocks websockify, vnc console is blocked Lukas Zapletal Lukas Zapletal [09/21/2020 11:48 AM General
Foreman
30422 Bug Closed Normal Build a bootdisk iso - Failed to format the ESP image via Lukas Zapletal Lukas Zapletal |08/03/2020 01:54 PM General
mkfs.msdos Foreman
30378 Bug Rejected Normal RH cloud uploader script cannot be executed Lukas Zapletal Lukas Zapletal |08/10/2020 01:14 PM Plugins
30279 Bug Closed Normal Allow http proxy ports by default Lukas Zapletal Lukas Zapletal |07/02/2020 01:35 PM General
Foreman
30147 Bug Closed Normal Foreman service does not come up via socket activation Lukas Zapletal Lukas Zapletal [06/18/2020 12:18 PM General
Foreman
30069 Bug Closed Normal Apache httpd is not allowed to read puppet certs Lukas Zapletal Lukas Zapletal [06/18/2020 12:20 PM General
Foreman
29882 Bug Closed Normal Denial when clicking on Cockpit button Lukas Zapletal Lukas Zapletal |05/28/2020 08:24 AM General 2.1.0
Foreman
28847 Bug Closed Normal Httpd needs to be able to connect to Redis Adam Ruzicka Lukas Zapletal [01/27/2020 11:01 AM
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28252 Bug Closed Normal SELinux denials when connecting to cockpit using REX Lukas Zapletal Lukas Zapletal [12/01/2019 11:01 AM
26951 Bug Closed High foreman-tasks won't start if SELinux is enforcing Lukas Zapletal Lukas Zapletal |06/06/2019 03:02 PM
26948 Bug Closed Normal Cloned from Lukas Zapletal Lukas Zapletal |06/06/2019 03:02 PM
https://bugzilla.redhat.com/show_bug.cgi?id=1716944
26762 Bug Closed High can't compile foreman-proxy.te on Fedora 29 or RHEL 8 Evgeni Golov Evgeni Golov 05/09/2019 08:05 AM
26534 Bug Closed Normal Passenger 6 does not work with Foreman SELinux policy Lukas Zapletal Lukas Zapletal |04/25/2019 07:12 AM General
Foreman
25783 Bug Closed Normal Websockify - no selinux read for etc_puppet_t Ben Meekhof 01/14/2019 10:36 AM General
Foreman
24952 Bug Closed Normal Hook execution generates warnings if no hooks are installed Ewoud Kohl van Ewoud Kohl van | 10/15/2018 09:06 AM
Wijngaarden Wijngaarden
23700 Bug Closed Normal Templates plugin disallowed to create symlinks Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM General 1.18.0
Foreman
23619 Bug Closed Normal SELinux disable script does not remove Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM 1.18.0
foreman_container_port_t
23127 Bug Closed Normal Upgraded foreman-selinux has no label for 2375/tcp Lukas Zapletal Lukas Zapletal |08/29/2018 04:43 PM
22028 Bug Duplicate Normal Passenger denials during restart Lukas Zapletal Lukas Zapletal |05/30/2018 09:00 AM General
Foreman
21887 Bug Closed Normal Passenger cannot communicate to Puppet Master via TCP Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM General 1.16.1
Foreman
21052 Bug Closed Urgent Docker policy does not compile on koji Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.16.0
19053 Bug Closed Normal Proxy continues to write to deleted file after log rotation Jason Nance Lukas Zapletal |07/24/2019 03:00 PM Smart proxy
19005 Bug Rejected Normal AVCs as Foreman fails to transition to passenger_t on Fedora 24 | Jonathan Mulcahy 05/27/2020 08:36 AM General
Foreman
18619 Bug Rejected Normal Elasticsearch port removal upgrade path does not work Lukas Zapletal 02/22/2017 03:40 AM General
Foreman
18409 Bug Duplicate Normal foreman-proxy does not start in 1.14 with SELinux activated Yvan Broccard 04/03/2019 09:48 AM Smart proxy
18284 Bug Closed Normal foreman-selinux is conflicting with container-selinux Daniel Lobato Daniel Lobato 07/12/2018 09:55 AM Compute 1.15.4
Garcia Garcia resources
17711 Bug Duplicate Normal Passenger can't connect to puppet port Jason Nance 12/19/2016 03:24 AM
17460 Bug Closed Normal Set node.rb file context for Puppet 4 Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM General 1.14.0
Foreman
17324 Bug Closed Normal Fedora 24 build fails with "Interface docker.if not present” Dominic Cleal Dominic Cleal 07/12/2018 09:55 AM Compute 1.13.2
resources
17093 Bug Rejected Normal Passenger not transitioning to passenger_t with upstream Thomas Biiter 05/27/2020 08:36 AM General
packages Foreman
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16856 Bug Rejected Normal SELinux is preventing access to websockify console from Raul Laansoo 10/12/2016 11:08 AM Plugins
Foreman
16513 Bug Resolved Normal Foreman app is denied connecting to Puppet Master Lukas Zapletal 05/27/2020 08:35 AM General
Foreman
16382 Bug Duplicate Normal SELinux Preventing Host Deletion Jason Nance 08/31/2016 03:08 AM
16273 Bug Closed Normal SELinux Preventing Foreman Proxy From Starting Jason Nance Lukas Zapletal |04/22/2019 09:11 AM Smart proxy 1.22.0
16263 Bug Closed Normal corenet_tcp_connect_neutron_port not available on EL6.5 Dominic Cleal Lukas Zapletal |[07/12/2018 09:55 AM Packaging 1.124
buildroot
15640 Bug Closed Normal OpenStack Neutron service SELinux denial during provisioning Lukas Zapletal Lukas Zapletal |07/10/2018 02:46 PM Compute
resources
15639 Bug Closed Normal OpenStack 8774 port is not associated on RHEL6 Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM Compute 1.11.4
resources
14890 Bug Duplicate High foreman-installer failing on fresh CentOS 7 install Jonathon Anderson 04/30/2016 09:05 AM
14811 Bug Closed Normal Passenger paths changed once again (RHEL7) Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM General 1.10.4
Foreman
13502 Bug Closed Normal Build failure on RHEL 7.2 - docker moved to separate package Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.11.1
13357 Bug Closed Normal Passenger wants to exec Isof after crash Lukas Zapletal 05/30/2018 09:02 AM General
Foreman
13041 Bug Closed Normal selinux context on Nicolas Di Gregorio |Lukas Zapletal |07/12/2018 09:55 AM General 1.10.2
/var/run/rubygem-passenger/passenger.*/generation-0/request Foreman
issue after log rotation.
13015 Bug Rejected Normal Passenger AVC under Ruby 2.2 with tcp_socket and Dominic Cleal 01/06/2016 10:13 AM General
diagnostic_con... Foreman
12991 Bug Rejected Normal puppetdb connectivity should be allowed by Tommy McNeely 05/27/2020 08:31 AM
passengr_run_puppetmaster
12990 Bug Closed Normal Unable to use symlinks in puppet environments (hieradata) Tommy McNeely Lukas Zapletal [07/12/2018 09:55 AM Smart proxy 1.10.1
12398 Bug Resolved Normal Write to /var/run/foreman/pids/dynflow_executor.output is Lukas Zapletal 05/27/2020 08:25 AM
prevented
11934 Bug Closed Normal Installation fails on RHEL 7.2 beta Lukas Zapletal Lukas Zapletal [07/12/2018 09:54 AM General 1.9.3
Foreman
11608 Bug Closed Normal Selinux prevents Console from working Chris Edester Dominic Cleal 07/12/2018 09:54 AM General 1.9.2
Foreman
11572 Bug Closed Normal Add support for openscap spool files Gerwin Krist 08/29/2018 04:42 PM Plugins
10443 Bug Closed High Foreman cannot connect to OpenStack Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM Compute 1.11.2
resources
9825 Bug Closed Normal Allow SMTP connections Lukas Zapletal Lukas Zapletal |07/12/2018 09:54 AM General 1.8.1
Foreman
05/19/2024 3/5




# Tracker Status Priority Subject Author Assignee Updated Category Target
version
9805 Bug Closed Normal Puppet master generates lots of invalid context messages Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM General 1.15.4
Foreman
9804 Bug Rejected Normal Initial relabeling of puppet fails on RHEL7 Lukas Zapletal 05/27/2020 08:23 AM Packaging
9791 Bug Closed Normal Get rid of apache_content_template macro Lukas Zapletal Lukas Zapletal [07/12/2018 09:54 AM General 1.9.0
Foreman
9772 Bug Duplicate Normal selinux should enable memcache plugin Ohad Levy 06/28/2018 03:37 PM Plugins
9523 Bug Closed High Puppet master crashes on AVC when blocking setattr after Gerwin Krist Gerwin Krist 07/12/2018 09:54 AM General 1.8.0
logrotate Foreman
9412 Bug Rejected Normal Rails logrotation is not allowed Lukas Zapletal Lukas Zapletal [02/17/2015 07:51 AM General
Foreman
9407 Bug Closed Normal memcached plugin not working with selinux enabled Gerwin Krist Sean O'Keeffe |07/12/2018 09:55 AM Plugins 1.18.0
8989 Bug Closed Normal Allow connections to Docker Lukas Zapletal Lukas Zapletal [07/12/2018 09:54 AM Compute 1.8.0
resources
8507 Bug Rejected Normal Policy prevents puppetmaster reading puppet modules via Lukas Zapletal 11/25/2014 10:38 AM
symlinks
8241 Bug Closed Normal Denials when libvirt configured via gemu:///system Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM 1.71
8030 Bug Closed Normal Permission denied - bind(2) on DNS lookup when creating a host | Dwight Beaver 07/12/2018 09:55 AM 1.7.1
7932 Bug Closed Normal LDAP does not work Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM 1.6.3
7729 Bug Closed Normal Websockify not allowed to read certs Stephen Benjamin | Stephen 07/12/2018 09:55 AM Compute 1.6.1
Benjamin resources
7727 Bug Rejected Normal Ssh finish script does not work under Enforcing Lukas Zapletal 09/29/2014 10:24 AM
7719 Bug Closed Normal Selinux prevents console from starting/connecting Andreas 07/12/2018 09:55 AM Compute 1.6.3
Pfaffeneder resources
7524 Bug Duplicate Normal Adding libvirt compute resource ersults in error Dirk Mayer 10/09/2014 09:26 AM Compute
resources
7388 Bug Closed Urgent Policy module isn't reloaded when upgrading RPM Dominic Cleal Dominic Cleal 07/12/2018 09:55 AM Packaging 1.6.1
7346 Bug Closed Normal Foreman can't connect to OpenStack port 5000 Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM 1.6.1
7250 Bug Duplicate Normal Remove sysvinit executable rule in Katello Lukas Zapletal 08/26/2014 03:44 AM
7198 Bug Closed Normal Socket read and write on RHEL7 Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.6.0
7193 Bug Rejected Normal Katello does not install due to gpidd policy bug Lukas Zapletal Lukas Zapletal [01/27/2015 04:29 AM Packaging
7178 Bug Closed High Allow passenger_t to EXECMEM Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.7.0
7036 Bug Closed Normal Allow creation of log files for Foreman Rails app Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM 1.6.0
7034 Bug Closed Normal Fix relabel script on RHEL7 Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM 1.6.0
6979 Bug Closed Normal Policy does not load on EL7 due to consoletype_exec_t Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM 1.6.0
dependency
6780 Bug Closed Normal Unable to remove foreman-selinux Lukas Zapletal Lukas Zapletal |07/12/2018 09:55 AM Packaging 1.6.0
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6316 Bug Resolved Normal Break up foreman, puppetmaster and passenger domains Lukas Zapletal 05/27/2020 08:22 AM Packaging
6192 Bug Closed Normal Policy prevents from libvirt gemu+ssh connection Lukas Zapletal 06/28/2018 03:38 PM
6162 Bug Closed High "WebSock error: [object Event]" Jorick Astrego Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.5.2
6115 Bug Rejected Normal Denials with nightly Lukas Zapletal 05/27/2020 08:22 AM Packaging
6014 Bug Closed Normal AVC denials from Puppet under Passenger on Foreman 1.6 on Dominic Cleal Lukas Zapletal [07/12/2018 09:55 AM 1.6.0
EL7
6013 Bug Closed Normal AVC denials from Passenger on Foreman 1.6 on EL7 Dominic Cleal Lukas Zapletal [07/12/2018 09:55 AM 1.6.0
5981 Bug Closed Normal Passenger opens up udp port Lukas Zapletal Lukas Zapletal |11/23/2015 07:36 AM
5910 Bug Closed Normal Puppet or puppetmaster sometimes changes file contexts Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.5.1
5882 Bug Rejected Urgent Allow foreman to reach dynflow Lukas Zapletal Lukas Zapletal [07/12/2018 09:54 AM Packaging 1.8.2
5827 Bug Closed High katello-installer generates AVC: denied { name_connect } for Dominic Cleal Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.6.0
scontext=passenger_t:s0 tcontext=:websm_port_t:s0
tclass=tcp_socket
5808 Bug Closed Normal AVC denied {read } for comm="ruby" name="migrate" dev=dm-0 | Jan Pazdziora Lukas Zapletal |07/12/2018 09:55 AM Packaging 1.5.1
scontext=unconfined_u:system_r:passenger_t:s0
tcontext=system_u:object_r:foreman_lib_t:s0 tclass=Ink_file
5487 Bug Closed Normal cant run with SELinix in enforcing after upgrade to 1.5RC2 Ade Bradshaw Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.4.4
5466 Bug Closed Normal Latest passenger update broke SELinux file contexts Lukas Zapletal Lukas Zapletal [07/12/2018 09:55 AM General 1.4.4
Foreman
5446 Bug Rejected Normal Denial from cron - postfix Lukas Zapletal Lukas Zapletal |04/29/2014 05:50 PM Packaging
4458 Bug Duplicate Normal AVC denials aboutname="online" dev=sysfs ino=23 Jan Pazdziora 02/26/2014 08:51 AM
scontext=unconfined_u:system_r:passenger_t:s0
tcontext=system_u:object_r:sysfs_t:s0 tclass=file
4117 Bug Closed High No LICENSE file shipped in package Dominic Cleal Lukas Zapletal [07/12/2018 09:50 AM Packaging 1.4.0
3895 Bug Resolved Normal AVC denials from Foreman 1.3 installation Dominic Cleal 04/25/2014 12:37 PM
3470 Bug Duplicate High Improve SELinux policy for puppet Lukas Zapletal Lukas Zapletal [10/16/2018 10:57 AM
3465 Bug Closed Normal AVC denials with Foreman 1.3 on RHEL 6 Jan Pazdziora Lukas Zapletal [07/12/2018 09:55 AM Packaging 1.5.0
3164 Bug Closed Normal gen_ctags.sh should use /bin/rpm instead of /usr/bin/rpm Sam Kottler Sam Kottler 07/12/2018 09:49 AM 1.3.0
3159 Bug Closed Normal SELinux denials when installing foreman-* packages Lukas Zapletal Sam Kottler 07/12/2018 09:49 AM 1.3.0
2896 Bug Rejected Normal selinux denials on F19 Ben Breard 08/08/2013 10:37 AM General
Foreman
2789 Bug Closed Normal SELinux denials in 1.2 Lukas Zapletal Lukas Zapletal |07/12/2018 09:52 AM 1.21
2370 Bug Rejected Normal Fix SElinux denials when running with SQlite Sam Kottler Lukas Zapletal |10/16/2018 10:57 AM
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